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Below is an example of an excellent, but bogus notice from Capital One. 
Classic phishing. 
Here are the clues.
1. Sent to valued customer. No real name and valued is lower case.
2. The link embedded below near the bottom that shows www.capitalone.com..... Isn’t real. If you hover a mouse over it (won't work in this email, but did in original), it has a redirect to a site called blamtube.com
Once you go to blamtube it looks like a real Capital One account site with a log in. It will take any name and password then ask for security questions and email addresses. If anyone enters anything real, their account will be hijacked. Bad guys will even have security question answers.
Just passing it on as an example of what might come from what looks like your credit card company or bank. 
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Dear valued Capital One Bank member: 

Capital One Bank is constantly working to increase security for all Online Banking users.
To ensure the integrity of our online payment system, we periodically review accounts.
Your account might be restricted due to numerous login attempts into your online account. 
Restricted accounts continue to receive payments, but they are limited in their ability to
send or withdraw funds. To lift up this restriction, you need to verify your identity. 

Once you have updated your account records your Capital One Bank account
service will not be interrupted and will continue as normal. And this is to Inform 
you that our Home page would be taking a new look, extra verification would be needed. 

To update your Capital One Bank records click on the following link: 
http://www.capitalonebank.com/directbanking/signon?LOB=CONS&screenidAc
Sincerely,
Capital One Bank

